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Abstract In this work we introduce a new quantitative criteria for assessing the
connectivity of nodes based on the well known concept of edge-connectivity. We
call the new criteria the connectivity numbers of a node. They consist of a hierarchy
of measures that starts with a local measure that progressively becomes a global
connectivity measure of the network. We show that the connectivity numbers can be
computed in polynomial time. Experimental results are described showing how the
proposed approach compares to other well known concepts involving connectivity
and centrality of network nodes in real and synthetic networks.

1 Introduction

Network topology analysis allows the assessment of several important network
properties, such as connectivity, dynamics, and resiliency. For instance, the robust-
ness of many computer applications can be improved when the underlying topology
is fully understood [1, 2]. Important problems such as routing and resource place-
ment are among those that can benefit from this knowledge.

The present work introduces a set of quantitative criteria for ranking nodes and
assessing the reliability of networks in terms of connectivity. These criteria are based
on the well known concept of edge-connectivity and aim at giving a precise reply to
the frequently asked question: given a network topology, how can we rank nodes in
terms of their connectivity?
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To rank network nodes with respect to their connectivity, we define a measure
called connectivity number, denoted by i-connectivity(v) or #C;(v), for short, that
corresponds to the connectivity of the node v with respect to sets of nodes of size at
least i. For small values of i, the value of #C;(v) corresponds to a local measure of
connectivity. In particular, #C; (v) is defined as the degree of node v. Large values
of i correspond to global measures of connectivity and for i equal to the number of
nodes of the network, the connectivity number corresponds to the size of a global
minimum edge-cut.

Experimental results are reported. We compare the proposed criteria with other
criteria such as node degree and eccentricity. We show, for instance, that in real
networks from different domains, the ranking of the nodes of large degree in order
of connectivity numbers differs from the ranking in order of degree. We also show
that nodes with high connectivity numbers often have low eccentricity (i.e. they
are central). The criteria were also evaluated by the sequential removal of network
nodes for determining how aggressively faulty nodes can disconnect a network. This
experiment shows that the criteria can be used to determine a set of core nodes that,
if removed, rapidly increases the number of disconnected nodes.

The rest of this paper is organized as follows. The next section presents related
work. Then, the proposed connectivity criteria are defined followed by the specifi-
cation of a polynomial-time algorithm to compute the criteria. Experimental results
comparing the proposed criteria with other measures of connectivity are presented
next. The last section concludes the paper.

2 Related Work

The local properties of a graph such as node degree do not necessarily describe
its relevant properties for a particular application. As pointed out in [3], local and
global properties of a graph are “separable”. For instance, graphs with different
properties as tertiary trees, two-dimensional grids and random graphs with degree
four have the same degree distribution but very different global structure. On the
other hand, trees may differ significantly in terms of degree distribution but share
the same hierarchical structure. Shavitt and Singer [4] show that neither the node
degree nor its centrality are good measures for classifying the importance of nodes
for efficient routing in the Internet. The authors define two new metrics in an attempt
to better characterize nodes in terms of their importance for routing.

Wuchty and Stadler [5] study common centrality properties of graphs in the con-
text of complex biological networks. The authors argue that the vertex degree is a
local measure that only provides relevant information when the graph is generated
with a known probabilistic distribution. They evaluate the concepts of eccentric-
ity, status and the centroid value of a vertex and compare them with vertex degree.
They show that those measures often correlate to the degree, but that they differ in
exposing topological properties of the network that is not captured by the degree.
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Palmer et al. [6] applies the notion of node eccentricity to evaluate the topology of
backbones of the Internet. They define the effective eccentricity of a node and apply
it to the study of the robustness of a sample of the Internet topology. They show that
the effective eccentricity is useful in classifying nodes in terms of importance for
the reliability of the network, as the failure of nodes with low eccentricity quickly
decreases the connectivity of the network. Even though the removal of nodes in
non-increasing order of degree is one of the most aggressive ways to disconnect an
Internet like topology, the authors argue that since the eccentricity measures other
node properties not captured by the degree, it is an interesting measure to locate
critical nodes of networks.

A routing scheme based on the connectivity criteria #C, (v) that consists of using
alternative routes called detours to bypass network failures was proposed in [7].

The study of network measurements is a broad area of study that has been evolv-
ing for several decades with contributions by researchers from mathematics, com-
puter science, physics, statistics, sociology, economy and biology. Numerous con-
cepts related to centrality of networks have been proposed. Some of them are based
on distances and paths, such as average distances and betweenness, others are based
on clustering and cycles, on spectral methods, on hierarchical properties, among
others. The interested reader will find good reviews on the topic in [8] and [9].

3 The Proposed Connectivity Criteria

In this section we describe the connectivity numbers. The network topology is rep-
resented as an undirected graph G = (V, E) where V is a set of vertices representing
the network nodes, and E is a set of edges representing the network links. Although
only unweighted graphs are treated in this paper, all definitions and algorithms can
be adapted to weighted graphs by considering the weight of the cuts instead of their
cardinality.

Our goal is to find a good measure for the connectivity of a node with respect to
the network. The most obvious such measure is the degree of the vertex. However,
in many applications, the degree of a vertex is not an ideal measure of connectivity.
For example, consider the problem of finding core routers given the topology of the
network. A node with high degree may be at the periphery of the network while
nodes with low eccentricity (central nodes) may have low degree and both may
correspond to unimportant nodes.

In order to circumvent the problem, we propose a novel approach for measuring
the connectivity of nodes with respect to the network. The concept was built upon a
well known definition of edge-connectivity between pairs of nodes of a graph.

We start with a few definitions. Let G = (V, E)) be an undirected graph. Let X C V.
We denote by §(X) the set of edges {u,v} such that u € X and v € V\X. We call
aset of edges CCE,C#0, a curif C=6(X) for some X CV. A cut C = 6(X)
separates two vertices s and ¢ if s € X and ¢ € V\X. A minimum s-t-cut is a cut of
minimum cardinality that separates s from ¢.



4 Jaime Cohen, Elias P. Duarte Jr., and Jonatan Schroeder

In unweighted graphs, the dual of a cut separating two vertices s and 7 is a col-
lection of edge-disjoint paths connecting s and ¢. The size of a minimum cut that
separates s from ¢ equals the maximum number of edge-disjoint paths connecting s
and ¢ [12].

Now, an important definition is given:

Definition 1. Let G = (V, E) be an undirected graph. Consider a set of vertices X C
V. The edge-connectivity of X with respect to G is the size of the minimum cut that
separates any pair of vertices in X.

It is important to note that the edge-connectivity of a set of nodes X is differ-
ent from the edge-connectivity of the subgraph induced by X. The reason is that
the minimum-cuts are taken from G and not from the subgraph induced by X.
The subgraph induced by X may not have any edges and still X may have a high
edge-connectivity. See figure 1 for an illustration. The set X = {a,b,c,d} has edge-
connectivity 3 even though the graph induced by X has no edges.

Fig. 1 Set X = {a,b,c,d}
has edge-connectivity 3 with
respect to the graph. Dashed
lines represent minimum cuts
separating vertices of X.

Now we define the connectivity criteria.

Definition 2. The connectivity number with index i of a node v, denoted by
i-connectivity(v) or #C;(v) for short, is the maximum edge-connectivity of a set
X CV satisfying

i.veX,and
il [X]|>i

Fig. 2 Connectivity criteria #C, (v). Circles show some components of maximum connectivity.
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Figure 2 shows an example of the connectivity numbers. The numbers asso-
ciated with nodes are the connectivity numbers #C,(v). The circled areas iden-
tify components of maximum connectivity. To compute the 2-connectivities, we
look for the maximum edge-connectivity of sets containing 2 nodes. For example,
#Cy(a) = 4 because nodes a and b cannot be separated by a cut with less than 4
edges and the edge-connectivity between a and any other node is at most 4. To
compute 3-connectivities, only sets with at least 3 nodes are considered. For exam-
ple, #C3(d) = 4 because any set containing d with at least three nodes has edge-
connectivity at most 4. Note, however, that #C»(d) = 5.

By convention, #C| (v) is defined to be the degree of v and #C,,(v), where n = |V|,
is, by the definition, the size of the global minimum edge-cut. The i-connectivities
are a unified measure that, as i increases from 1 to |V|, #C;(v) ranges from a local
property to a global property of the network. The following results are straightfor-
ward:

Lemma 1. Let G = (V,E) be a graph and v € V. Then,
degree(v) =#Ci(v) > #Co(v) > #C3(v) > ... > #C,(v) = A(G)
where A(G) is the size of a minimum global edge cut of G.

Lemma 2. Let G = (V,E) be a graph. If V' is a subset of V of maximum size such
thatv € V' and V' has edge-connectivity #C;(v), then V' is unique.

The proofs of the lemmas above are straightforward.
Let us consider the 2-connectivities. The following lemma is the key to the com-
putation of #C5 (v):

Lemma 3. Given a graph G = (V,E) and a vertex v € V, the value of #C»(v) is
equal to the maximum cardinality among all minimum cuts separating v from any
other vertex of G.

The proof of this lemma follows from the definition of the connectivity numbers.
In the next section we show an algorithm to compute i-connectivity(v).

4 An Algorithm for Computing the Connectivity Numbers

First we show how #C,(v) can be computed and then we generalize the result for
#C;(v) for all i. The connectivity number #C,(v) of a vertex v is equal to the largest
number of edges in a minimum cut that separates v from some other vertex and
therefore we can compute #C»(v), for all v € V, with an algorithm for the all pairs
minimum cut problem.

A cut tree is a compact representation of the minimum cuts that separates every
pair of vertices in a graph [10]. We show below that all connectivity criteria de-
scribed in the previous section can be computed efficiently given the cut tree of the
graph.
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A cut tree T of a graph G is defined as a weighted tree such that 1) the vertices
of G correspond to the vertices of the tree 7. 2) The size of a minimum cut between
two vertices of G is given by the minimum weight of an edge in the unique path
between the two corresponding vertices in 7. 3) A minimum cut between two nodes
of G is given by removing the edge that attains the minimum value described in (2)
and taking the two vertex sets induced by the two trees formed by removing that
edge from 7.

Figure 3 shows a cut tree associated with a graph. To determine the number of
edges in the minimum cut we look for the minimum weight of an edge that belongs
to the unique path between the two corresponding vertices in the cut tree.

Fig. 3 A graph and the corresponding cut-tree.

The third condition that defines a cut tree is not strictly necessary for our needs
and in fact a tree that satisfies the first two properties has been named a flow equiv-
alent tree, since the property that the pairwise maximum flow between vertices has
the same values in the tree and in the associated graph [11]. Known time bounds for
constructing flow equivalent trees are the same as those for cut trees.

Having computed a cut tree for the graph, we can find the connectivity numbers
as described below.

Lemma 4. For a graph G, a cut tree T of G and vertex v, the value of #C(v) is
equal to the largest weight of an edge incidenttovin T.

Proof. By definition, the cardinality of a minimum cut separating v from another
vertex, say u, corresponds to the minimum weight of an edge in the unique path
from u to v in 7. Furthermore, this value must be less than or equal to the weight of
an edge that is incident to v in 7. Therefore, the maximum capacity of any minimum
cut separating v from other vertices must be equal to the weight of some edge of T
incident to v, more precisely, the one with the maximum weight. O

Lemma 4 shows that for each node v, #C» (v) can be computed in linear time from
the cut tree by considering the edge incident to v in 7' with the largest weight.

The idea described above can be generalized to find #C;(v) for all i,2 <i < n.
The generalized algorithm is shown below:
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Algorithm for computing #C;(v)
Input: A graph G = (V,E),v €V and an integer i, 1 <i < |V|
Output: #C;(v)

if i = 1 then return degree(v)

Let T = (V,Er,w) be a cut tree of G;

C+ {v}

R 4— oo}

while (|C| < i) do
let e = (x,y) € Er be an edge with x € C and y € V\C of maximum weight;
C+CU{y}h
if w(e) < cn then cn < w(e);

end_while

return #C;(v) = cn;

Let n be the number of vertices in V and m the number of edges in E. The con-
struction of the cut tree dominates the time complexity of the algorithm. Given the
cut tree, the rest of the algorithm can be implemented to run in O(n.log(n)) if steps
4,6 and 8 are implemented using a binary heap. In fact, all connectivity numbers
can be computed with the same time bound with an appropriate transversal of the
cut tree. Below, we discuss the complexity to build a cut tree.

In order to compute the minimum cut between a pair of vertices in G, Dinits’
algorithm runs in time & (m%) (or O'(n+/n) for sparse graphs) [12]. Two algorithms
for constructing a cut tree are known, one by R.E. Gomory and T.C. HU [10] and
another by D. Gusfield [11]. Both algorithms computes minimum cuts between pair
of vertices n— 1 times. Thus, the complexity of these algorithms are & (nm-\/m) (or
n? - \/n on sparse graphs). Given the cut tree, #C;(v), for all v € V, can be computed
in subquadratic time on the number of nodes. In unweighed graphs, the cut tree can
be found in &'(nm) with a recent algorithm by Hariharan, R. et al. [13].

5 Experimental Evaluation

In this section we present experimental results showing basic properties of the con-
nectivity numbers and comparing various measures of node centrality in real and
synthetic networks.
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5.1 The i-Connectivity of Real Networks

We collected a set of 9 real networks from different domains. Networks CA-
AstroPh, CA-CondMat, CA-HepPh, CA-GrQc [14] and geocomp [15] are research
collaboration networks, powergrid [16] is a power grid network, p2p-Gnutella04
and p2p-Gnutella25 [14] are P2P networks and yeast [17] is a protein-protein inter-
action network. Table 1 shows the sizes of the theses networks. Only the maximum
connected components of the underlying networks were used.

Table 1 Sizes of the 9 real graphs used in the correlation experiments.

CA- CA- CA- CA- cocom p2p- pP2p-
AstroPh |CondMat |GrQc  |HepPh  |& P Gnuto4  |Gnut25
[V][17903 21363  |4158 11204 (3621 10876  [22663 2221 4941
|[E||393944 |182572 [26844  |235238 |9461 39994 54693 6602 6594

yeast powergrid

Table 2 shows basic statistics of the real networks used in the experiments. It
shows the minimum, the maximum and the average degree. The same parameters
are shown for the 2- and 3-connectivities.

Table 2 Comparison of the degree and the 2- and 3-connectivity of nine real networks. The table
shows minimum, maximum and mean values.

Minimum Maximum Mean
Network | Degree #Cy(v) #C3(v)| Degree #Co(v) #C3(v)| Degree #Cr(v) #Gi(v)
CA-AstroPh 2 2 2 1008 854 838 44 438 437
CA-CondMat 2 2 2 558 504 394 17.1 16.6 16.6
CA-GrQc 2 2 2 162 154 150 12.9 12.1 12.1
CA-HepPh 2 2 2 982 972 964 42 41.6 415
geocomp 1 1 1 102 431 359 52 9.9 9.7
p2p-Gnut25 1 1 1 66 57 45 4.8 4.4 4.4
p2p-Gnut04 1 1 1 103 81 65 7.4 7.1 7.1
yeast 1 1 1 64 59 55 5.9 5.6 5.6
powergrid 1 1 1 19 12 11 2.7 2.3 23

Ranking Nodes in Real Networks

To show that the rankings of nodes in order of degree and in order of
i-connectivity differ, we computed rank correlations between node degree and
i-connectivity of the first 10 and 100 nodes with largest degrees. We used Kendall’s
rank correlation which values are +1 for sequences with the same order and -1 for
those in reverse.

Results are shown in Table 3. The networks with the highest correlations be-
tween degree and connectivity numbers are the first four collaboration networks.
The networks that present the lowest correlations are powergrid, geocomp and p2p-
gnuttella25, in this order, being as low as 0.14 for the powergrid and 0.48 for geo-
comp.
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Table 3 Rank correlation between the degree and the connectivity numbers of nodes with the 10
and 100 largest degree.

Kendall Rank Correlation
Largest 10 Largest 100
Network #C,(v) [HC3 (v) [#C, (v) [#C3(v)

CA-AstroPh | 0.99 | 0.97 1 1

CA-CondMat| 098 | 0.95 | 0.94 | 0.94
CA-GrQc 0.81 | 0.83 | 0.94 | 0.93
CA-HepPh 091 | 0.88 | 0.99 | 0.99
geocomp 0.75 | 0.72 | 0.82 | 0.82
p2p-Gnut25 | 0.54 | 0.51 | 0.64 | 0.64
p2p-Gnut04 | 0.78 | 0.72 | 0.92 | 0.92
yeast 0.8 | 0.77 | 0.85 | 0.85
powergrid 02 | 0.14 | 035 | 0.33

5.2 Synthetic Networks

The next experiments were done in synthetic graphs generated using the algorithm
by Bu and Towsley [18]. The parameter values used by this algorithm are p, the
probability of creating a new node in each step, instead of only an edge, and f3,
the preference to high-degree nodes for new edges. We used the values p = 0.4695
and 8 = 0.6447 that are the same found by Bu and Towsley to generate topologies
similar to the Internet.

Experiments were performed in order to compare our proposed criteria and other
common criteria for assessing the centrality of network nodes. The experiments
show that #C;(v) captures different aspects of network topology than others mea-
sures. We compared the node degree, #C;(v), with i € {2,3}, eccentricity and effec-
tive eccentricity. All results are averages for 100 different graphs with 1000 nodes.

Node Degree and i-Connectivity Initially, a comparison between node degree and
the 2-connectivity was performed. The results of this comparison are shown in fig-
ure 4. In each graph, the diagonal line corresponds to the identity function and helps
visualizing the difference between the degree and the i-connectivity of the nodes.
Some crosses may correspond to multiple occurrences of nodes with the same de-
gree and the same i-connectivity.

We observe that the higher the degree of a node, the higher is the expected dif-
ference between the i-connectivity and the degree. Most importantly, nodes with
the higher degrees are not necessarily the ones with the higher i-connectivities. For
example, a node with degree equal to 262 has 2-connectivity equal to 100, while
a node in the same graph with degree equal to 140 has 2-connectivity greater than
100.

Eccentricity and i-Connectivity

The eccentricity of a node v is defined as the largest distance between v and any
other node in the graph. The effective eccentricity is the number of hops needed to
reach at least 90% of the nodes in the network. These criteria distinguish the central
nodes and the peripheral ones.
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Fig. 4 Comparison between node degree and i- Fig. 5 Comparison between eccentricity and i-
connectivity. connectivity.

We compared 2-connectivity, eccentricity and effective eccentricity of nodes. The
results are shown in figures 5 and 6, respectively for the eccentricity and the effective
eccentricity.

1000-node graphs 1000-node graphs
9 10406

e A— wEllRcibie ERsspir y ot
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100000 - =

10000 | »
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Number of node pairs that can be connected

e
100 F g
g,

———

v 4 T —
8 g

#Colv) Number of removed nodes

Fig. 6 Comparison between effective eccentric- Fig. 7 Number of node pairs that are connected
ity and 2-connectivity. after sequential node removal.

The results for the comparison with eccentricity show that nodes with high con-
nectivity are usually closer to the center of the graph, that is, they have lower ec-
centricity, while nodes with high eccentricity usually have a lower connectivity. Be-
sides, there are many nodes with low connectivity and low eccentricity, showing
that eccentricity alone is not always a reliable criterion for assessing the centrality
a node. The results are similar for effective eccentricity.

Sequential Node Removal The execution of a sequential node removal shows how

aggressively one can disconnect a network by removing nodes. The number of con-
nected pairs of nodes is computed after the cumulative removal of nodes ordered

200
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by the several criteria. It is well known that power-law networks are vulnerable to
attacks to nodes with high degree.

We evaluated the number of disconnected pairs of nodes when nodes were re-
moved in random order, non-increasing order of 2-connectivity, node degree and in
non-decreasing order of their eccentricity and effective eccentricity.

Figure 7 shows the results of the experiment. In all of the graphs, the x-axis
represents the number of removed nodes and the y-axis represents the number of
connected pairs of nodes. Removal of only the first 20% of the nodes were simulated
in all cases.

The results found in this experiment show that the selection of nodes with high
connectivity and with high degree have similar results, with a small advantage to
node degree. The results also show that both 2-connectivity and degree disconnect
the network faster than the selections based on eccentricity.

6 Conclusions

This paper introduced connectivity criteria for ranking network nodes. The criteria
can be used to identify core nodes in networks. An exact polynomial time algorithm
for computing the criteria was given.

We showed that in some real networks, the ranking of nodes with large degree is
different when the ordering criteria is the degree or the i-connectivity.

Experimental results in synthetic graphs revealed the existence of nodes with
high degree, but relatively low i-connectivity in power law networks. We showed
that nodes with high connectivity numbers have low eccentricity, supporting the
idea of using the criteria to locate core nodes of networks. On the other hand, the
same networks have nodes with low connectivity but low eccentricity, showing that
eccentricity alone is not enough for locating well connected nodes.

Future work includes the study of analogous criteria for vertex-connectivity in-
stead of edge-connectivity and further analysis of real complex networks through
the lens of the i-connectivity.
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